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REVOLUSI	INDUSTRI	4.0	

Source : “Internet of Things (IoT) dalam Revolusi Industri 4.0”, Muhammad Fathi Rauf 
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Ready	or	Not,	I4.0	is	here	

Source : “Industry 4.0 building the Digital Enterprise”, PWC, 2016 


Survey PWC (2016) :




Respondents were asked: 

§  How would you classify the current level of digitization 

and integration [ in operations, supply chain, and related 
activities ] in your company ?


§  What level are you expecting in the next five years ?


2000+ 
Respondents in 26 countries


PINDAD	needs	to	
adapt	and	optimise	for	
Industry	4.0 

HOW	?	
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How	do	we	get	there*	(I4.0)	?	

Learn	what	
Industry	4.0	
really	means	

Develop	plan	
(Roadmap)	

Identify	the	
benefits	

Assess	the	
risks	

Design	a	
pilot	project	

Evaluate	
projects	

Set	up	a	
wider	
Industry	4.0 
implementation	
framework	

Source : “Industry 4.0 : What does it mean to Australian Defence Industry?”, KPMG, 


What	is	I4.0	?	
1) Digitisation	and	Integration	of	Vertical	and	Horizontal		Value	Chains	
2) Digitisation	of	Product	and	Service	offerings	
3) Digital	Business	Models	and	Customer	Access	

From	Talk	to	Ac1on		
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Our	Strategy	for	INDONESIA	4.0	
INDUSTRI 4.0 
 PINDAD’s STRATEGY


Digitisation	and	Integration	of	
Vertical	and	Horizontal		Value	
Chains	

Vertical Value Chain :

•  ERP-System (SD-MM-PP-QM-PM-PS-FI-CO)�



Horizontal Value Chain : 

•  e-Procurement


Digitisation	of	Product	and	
Service	offerings	

CYBER DEFENSE :

§  TI IDS-360

§  Security Operation Center (SOC) 

§  Handset Communication Highly Secure (IP PTT)


Digital	Business	Models	and	
Customer	Access	 To be determined in PINDAD Strategic Plan 
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Our	Strategy	for	INDONESIA	4.0	

.     
Pengembangan Produk 

Pengembangan SDM 

Modernisasi & Digitalisasi �
Lini Produksi 

CYBER DEFENSE 
 
Pengembangan Bisnis 

Strategic Partnership 
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Our	Service	for	INDONESIA	4.0	

Internet	of	Things	(IoT)	

Artificial	Intelligence	(AI)	

Big	Data	

CYBER	
DEFENSE	

Kerentanan	IP	Base	Connectivity	memungkinkan	
intrusi	melalui	jaringan	internet	

Pihak	lawan	atau	penyerang	tidak	
lagi	mengenal	batas	wilayah	
territorial	dan	yuridiksi.	
Pemanfaatan	AI	bisa	menggantikan	
HUMINT	untuk	melakukan	crawling	
secara	robotic	

Kerentanan	Big		Data	menjadikan	batas	wilayah	
privasi	tidak	lagi	tertutup.			
Muncul	Risiko	Pencurian	Data	Pribadi.	
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Our	Strategy	for	INDONESIA	4.0	
THREAT	INTELLIGENCE	PLATFORM	–	INTERFACE	&	DASHBOARD	360	(TI-IDS360)	
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Our	Strategy	for	INDONESIA	4.0	

soc	

PREDICT	

DETECT	

PREVENT	

RESPOND	

THREAT	INTEL	FEEDS	

EXTERNAL	THREAT	
INTEL	MINER	

INTERNAL	THREAT	
ANALYSIS	

	SIEM	:	Security	Informa>on	&	
Event		(Log)	Management	

	TI-IDS	360	:	Threat	Intel	PlaJorm	

•  Incident	Response		
•  Recover	Capability	
• Malware	Forensics	
• Digital	Forensic	
• OSINT	Open	Source	Intel	
•  Social	Media	Analysis	
• Offence	Cyber	

Network	Security		(	Firewall,	
IDS,	IPS,	An>virus	)	
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